ProofPoint: External Recipient User Experience

The Email Encryption feature enables external users to securely access and respond to encrypted
emails. When an encrypted email is sent, external recipients are notified via email. To access the
message, recipients use a one-time code through a secure message reader platform via the
provided link.
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Features of One-Time Encrypted Links:

o Single-Use Access: Each link can be used only once.

o Time-Limited Validity: Links expire after one hour, reducing the risk of unauthorized
access.

o Link Expiry: If a recipient attempts to access an expired one-time link, they will be
prompted to generate a new link.

Secure Message Reader:
The secure message reader allows recipients to:
e Read the encrypted email content.

e View or download any attachments included in the email.
e Respond to the email, with the option to upload and attach files to the reply.

View Encrypted Messages:
In this function, users can:
e See any encrypted emails they have received from the organization.

e View an email's content by clicking on it.
e Compose and view their replies.
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K Kyle Alexander <kalexander@sfdme.com>
Thank you. We will be in touch soon.

M matt@bobsfishingsupplies.com

Thanks Kyle, please find attached

Notice of Housing Settlement and Document Request - Nov
20
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Dear Matt Hooper,

We are reaching out to inform you that a settiement process related to the recent residential building maintenance
issue at Greenview Apariments is underway. To proceed with this matter, we kindly request your cooperation in
submitting the required documentation at your earliest convenience.

Settlement Details:

« Property Address: Greenview Apartments, 123 Main Street, Apt 4B, Springfield
« Case ID: GV-HS5G-2024-011

« Date of Settlement Initiation: November 20, 2024

« Deadline for Document Submission: December 10, 2024

Requested Action: Please aitach any supporting documents relevant 1o the housing settlement, such as proof of
residence, mais receipts, or p related to the issue. Accepted file types include PDF, DOCX,
and image files

To submit your file:
1. Click the attachment button in this email.
2. Upload the relevant documents and ensure they are clear and legible.
For questions or assistance, please do not hesitate to contact us at support@redfernviewhousing.com or call (555)
987-6543.
Thank you for your prompt attention to this matter.
Best regards,
Kyle Alexander

Resident Services Coordinator
Redfern View Housing Association
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Secure Message Composer:
In this function, users can:

e Reply to the sender (or sender and all other recipients); the reply is encrypted.
e Upload additional attachments, if necessary.



	ProofPoint: External Recipient User Experience
	Features of One-Time Encrypted Links:
	Secure Message Reader:
	View Encrypted Messages:
	Secure Message Composer:


